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About the Use of “bld2-guest” Wi-Fi Network for Cyber-Security Research

Graduate School of Information Science and Technology.
Information and Communication Engineering,
Assoc. Prof. Hideya Ochiai,
* Background
In recent years, cyber-attacks to local-area networks (LAN) have been frequently happening. We would like to
start research on bld2-guest network for studying malware activities inside a LAN. We would appreciate if you
understand the necessity of the use of real operational networks for cyber-security related researches.

* Method

We capture and archive Ethernet frames broadcasted over the segment of bld2-guest by tcpdump command.
After eliminating MAC address information, by mainly analyzing ARP requests, we analyze host-to-host
connection patterns and its historical trend. If malware intrude inside the network and made scanning activity,
we can detect such activity.

* Period
From March 2019 to March 2021.

* Data Management
We use the collected data only for cyber-security research. As it captures only broadcasted frames, we cannot
read the communication contents of the users by its mechanism. Thus, we cannot read the user contents
exchanged over bld2-guest. There are no disadvantages for users. We will destroy the dataset after the research.

* Contact
Assoc. Prof. Hideya Ochiai,
Information and Communication Engineering,
Graduate School of Information Science and Technology.



