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<< Background >>
Machine Learning was Server-Centric and Data-Oriented.
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1. They collected data to a server, ;?

2. They formed Big Data, ; f Tr :

3. rhey t ralned I\/I.L models Q 9920  Bia il
in their server internally.

ML is good at Image processing, Speech recognition, etc. l,f £
Their interest was Data. / \
The Internet was just a platform for collecting data. 7 \
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Federated Learning: Collaborative Machine Learning without Centralized Training Data

<< B aC k g roun d >> https://ai.googleblog.com/2017/04/federated-learning-collaborative.html
Emergence of Federated Learni ng (2017 by Google, etc.)

NS SR DAL T AR T 5 WAL AT 5

Privacy Regulations (e.g., GDPR in Europe) motivated I M f 2
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the emergence of Federated Learning (FL) which allows
machine learning without collecting user data.

Point 2: FL can aggregate ML models | T e
: Qx"’x\
1l [Mode £} E’fg J
Point 1: without exchanging user data T A _ T 4vo B S
) \ X ASRY

However, this is still a Server-Client system!! (which is Centralized)
=>» Let’s fully decentralize the system. :



Toward Wireless Ad Hoc Federated Learning (WAFL)
Server-Client Architecture =» Peer-to-Peer Architecture
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l :M(; i )4 ;M’C’ ‘5 E its ML model using its local data.

..»m\g ~ 2. Each node encounters the other.
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s ~~_ . 3. They can communicate with local
!;_ & NN wireless communication media
= N such as Wi-Fi Ad Hoc mode

or Bluetooth




Toward Wireless Ad Hoc Federated Learning (WAFL)
Server-Client Architecture =» Peer-to-Peer Architecture

1. Each node individually trains

:{w T its ML model using its local data.
| ; S,
(Mw:f«_g e e e 2. Each node encounters the other.
o i O” 3. They can communicate with local
B —~ 7 Dato wireless communication media

such as Wi-Fi Ad Hoc mode
or Bluetooth

o \-w’;. : :
/ i : i /’E" vV~ ;.
User | —- : UstrL 4. They exchange and aggregate
/N /N the models to develop a new model.

5. This enables collaborative training.



Why nodes should collaborate?
-\\\ //f 1. Distribution of data on a node is not the same.
| |

e.g.,
s ~N e ~N - Noodle lovers may have a lot of noodles photos.
S I Model 2 IF tra"sfe 7' Model 1 Ig - Railway lovers may have a lot of railway photos.
New [/ & + >< ¥+ 3| New
& 2 | Model .
Model | | & o ® o= This is called Non-IID.

I Model 1 I/ W2

(Not Independent and Identically Distributed)

ofifififa 0]212]2f5 2. If the training dataset is non-IID, the trained model
Non-i0 [ IS Non-lID - - -
pataset  |EJ I FIE} BHBARAE Datset will not be generalized for prediction.
- / - /

e.g., A noodle lovers device may recognize
Node 1 Node 2 the photo of railway as noodle.

3. Mixture of the models will allow the generalization
of model.

A larger amount of A larger amount of
Label 1 records Label 2 records

8
Hideya Ochiai et. al., “Wireless Ad Hoc Federated Learning — A Fully Distributed Cooperative Machine Learning”, arXiv, 2022.



Wireless Ad Hoc Federated Learning (WAFL)

Encountering many nodes leads to generalization of @e model.
ﬁ
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All the models
are aggregated.
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Learning is Biased. Model mixture with encounter

Model is generalized
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Characteristics of Wireless Ad Hoc Federated Learning (WAFL)

1. No third-party (or broker) mechanisms
* Learning among peers without any third-party intervention.

2. No power structure
* In Server-Client architecture, the service provider has the power.
e Server-Client architecture can lead to a Master-Slave structure.
* Every node is flat in Peer-to-Peer systems.

3. WAFL can realize multi-vendor scenarios
* Anyone can join the system if collaboration protocols are defined.



Theoretical Aspects of
Wireless Ad Hoc Federated Learning
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Review of Machine Learning Mechanism in General

(x,y) €D
X y
7 N i Yy enloss(f(x,6),7)
y=f(x0) < ——> 'y 6 = argming D]
By using the optimized 6 ...
X=> 0 >y < > Y .
loss

x> 60 >y

ML adjusts the 8 so that the loss is minimized for the entire D.

Zx,y €D lOSS(f(x: 6): y))
D]

ML predicts proper Yy for X with enough accuracy.

—>9_—>3 E—)H_—>6

If it hits 100 out of 100, the accuracy is 100%.
If it hits 95 out of 100, the accuracy is 95%.

9<—9—T]V<

(*) © denotes a set of model parameters



The learning algorithm of WAFL

0. PhVS|caI encounterment

-

Dataset: D Node A
Model parameters: @

x> —>
- yl Transf,

2. Aggregation
64 + 0"
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3. Adjustment
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Dataset: DB
Model parameters: 6%

Node B
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2. Aggregation
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3. Adjustment

D B loss(f(x, HB),y)
B B _ X,y €D
6”° <6 nV( DE|

08 «

14




How WAFL allows collaborative training (1/4):
The Case of Individual Training at Node A

A

LOSS

Model parameters will move
to the 6 that minimizes the loss
in Valley & Basin structure

Minimized for D4

Model
Parameter

>

-0




How WAFL allows collaborative training (2/4):
The Case of Individual Training at Node B

If the distribution of
the dataset is different,
the minimum location

is different.

Loss

Minimized for DB

Model
Parameter

>

0



How WAFL allows collaborative training (3/4):
Not fully generalized without model aggregation

A

Loss

9
V)
1. Minimum point for D4 %,
is optimized for Node A, <

but not for Node B (D ) \
‘ J
‘

2. Minimum point for DB

<
Q
is optimized for Node B, S a
© -
but not for Node A (DA). 2 £
£ >
(= —
S § Model
S Parameter
= >
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How WAFL allows collaborative training (4/4):
Aggregation finds an optimal model for Node A and B

The model aggregation,

o4 04 +6°

(_
2

attracts encountered models
with each other in the

LOSS

parameter space O. 3y
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A Demonstration of
Wireless Ad Hoc Federated Learning

with Benchmark Evaluation

O~ mMmMxrwv3r~= &
ONA®mMI YO N v o
S~ M= NS NS &
S E AR I a3
O—9 N T N\ fo o0
Q~(mF VS~ o
O~ mMIP e =&
AN OGO D 220 0
O —-A I 0 NS &
ONANOTnYY o e
D~ HYMT NI ~W%w O
N gTwmwI ~wao
QeSS ~ 0T
S—=—AMAUINI N
Q="M PIWNS Y
O~ MIT 99 o

T
400

T
300

T
100

(=
(@

500

200



: 000 00060200002 000

Benchmark Evaluation (VNN 2 070N LA
2422232222122 A22A

3333333%>3333333

* Why benchmark evaluation ? H¥ 44949 ¢5dd4 ¥4
S5 5853 SSsFS5TsS5 8559

* For reproducibility, and standard b6 6 bLELELOLBEGCELCE b

* For understanding the technical characteristics 2792777377201 2FR7T 7
Y3 s B8 %P T EPTTT LT P

* ML model: Multilayer Perceptron (MLP) 7199993932494499 9
Yann et.al., THE MNIST DATABASE of handwritten digits, 1998.

 Dataset: MNIST

500

http://yann.lecun.com/exdb/mnist/

400 +

* Mobility Pattern
 Static: 4 topologies
* Dynamic Case 1: 3 Random Waypoint Mobility (RWP) "
* Dynamic Case 2: 3 Community-Structured Environment (CSE)

300 ~
200 A

100 ~

e Simulation

« We carried out the experiment by simulation on a single computer.

Random Waypoint Mobility



Benchmark Evaluation: Experiment Setting
90% Non-lID MNIST Dataset

B Training Data Distribution 90% of Node n’s samples are label n samples.
Node LO L1 L2 L3 L4 L5 L6 L7 L8 L9 Summary
0 5341 76 64 76 61 57 57 61 74 50 5917
1 79 6078 67 52 57 59 58 79 59 68 6656
2 58 67 5374 80 64 68 87 73 57 61 5989
3 68 74 73 5537 51 56 72 65 67 77 6140
4 73 67 80 67 5301 59 53 69 70 64 5903
5 60 66 57 74 68 4896 61 59 66 69 5476
6 52 78 53 56 58 66 5312 56 65 65 5861
7 67 90 66 74 55 61 65 5683 63 77 6301
8 59 80 59 54 63 48 88 67 5268 57 5843
9 66 66 65 61 64 51 65 53 62 5361 5914
Summary 5923 6742 5958 6131 5842 5421 5918 6265 5851 5949 60000

B Testing Data Distribution

All the labels appear with equal probability — which is independent and identically distributed (11D)
We used the standard MNIST testing dataset.

23



Benchmark Evaluation: Experiment Setting

MLP for ML model :
Y
| <
2 —> &. I . —>2
X RelLU
Flatten Cross Entropy Loss

Adam Optimizer

Learning rate 0.001
Coefficient of Aggregation 1.0

24

2-layer fully-connected neural networks (FC-NNs)



Benchmark Evaluation
1. Evaluation on Static Network Topologies

5 @
* If nodes are statically ©
deployed, e.g., in wireless
sensor network scenarios, O
&—3) —D
the network topology o %
becomes static. :
static_tree
: (2=
* TS A
We catjrledhou]’cc WAFL k g‘;\glé\k‘ws%
assurlnlngt e four networ e‘g_"ﬁ?‘*’%’e
topologies. N NN
Polog et

static ringstar static dense



Benchmark Evaluation

Changes of Confusion Matrices to the Testing Data
Example @Node 9

) Case of static_line

Epoch 1

static_line (node=9, epoch=1)

Epoch 200

static_line (node=9, epoch=200)

0.00 0.00 0.00 0.00 0.00 0.02 0.00 0.01 0.18 0 0.00

0.00

0.00 0.00 0.00 0.00 0.00 0.00 0.04

1 0.01 0.00 0.00 0.00 0.00 0.05 0.02 140 0.00 0.00 0.00 0.00 0.00 0.00 0.01
24001 0.02 0.00 0.02 0.02 0.07 0.04 > 4{0.01 0.01 0.00 0.00 0.00 0.01 0.0z 0.02
GCJ 3000 0.00 0.00 0.01 0.00 0.00 0.03 0.13 34{0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.05
— E 440.00 0.00 0.00 0.00 0.01 0.00 0.01 0.37 E 440.00 0.00 0.01 0.00 0.00 0.00 0.00 0.17
o i
UI é 54002 0.00 0.01 0.07 0.01 0.02 0.00 0.10 0.25 é 54{0.00 0.00 0.00 0.01 0.00 0.00 0.00 0.01 0.05
® o—
'E 6-4002 0.00 0.01 000 001 0.01 0.00 0.01 0.05 64001 0.00 0.00 0.00 0.00 0.01 0.01 0.00
"‘7; 74000 0.00 0.02 0.01 0.01 0.00 0.00 0.01 740.00 0.00 0.01 0.01 0.00 0.00 0.00 0.00
g-001 0.00 0.00 0.02 0.01 0.01 0.02 g-{0.00 0.00 0.00 0.01 0.00 0.01 0.00
g 000 0.00 0.00 0.00 0.00 0.00 0.00 g-{0.00 0.00 0.00 0.00 0.00 0.00 0.00
T T T T T T T T T T T T T T
Q ~ % ] L 9 o A ) 9 Q ~ 1 a L] 9 © A ® 9

Predicted label

In the beginning, many testing records

were misclassified into 9.
E.g., True 4 was misclassified into 9. True 7 was 9.

Predicted label

True label

0.00

0.00

0.00

0.01

0.00

0.00

0.01

0.00

Epoch 5000

static_line (node=9, epoch=5000)

0.00 0.00 0.00 0.00

0.00 0.01 0.00 0.00 0.00

0.00 0.00 0.00 0.00 0.01 0.00

0.00 0.00 0.01 0.01 0.00 0.00

0.00 0.00 0.00 0.00 0.01 0.01 0.00 0.00

(oR:1=§ 0.00 0.00 0.00 0.00 0.00 0.00 0.00

0.00 0.00 0.01 0.00 0.00 0.01
0.00 0.01 0.00 0.01 0.00 0.00
0.00 0.00 0.01 0.00 0.01 0.00 0.01

0.00 0.00

0.00

0.00 0.00 0.01 0.01 0.02

0.01

0.01

~ " ] L] -] © A 2

Predicted label

0.01

0.00
0.8

0.00

0.02
0.6

0.04

0.01
0.4

0.00
0.2
—- 0.0

Finally, misclassifications were

drastically reduced.
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Accuracy

Benchmark Evaluation

Accuracy Trend (Static Network Topologies)

0.975 A

0.950 A

0.925 A

0.900 -

0.875 A

0.850

0.825 A

0.800 ~

0.775 7

.

self-train
federated
static_line
static_tree
static_ringstar
static_dense

I
2000

WAFL has achieved almost
the same performance

as conventional federated
learning.

Tl0.0-ll.S% Improvement

Accuracy of Self-Train

(*) Fluctuations were caused by “Optimizer Adam”
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Benchmark Evaluation
2. Evaluation on Dynamic Network Topologies

500

400

300 ~

b

200

100 +

Node 1

0

T T T T
0 100 200 300 400 500

Random Waypoint Mobility Community-Structured Environment
(RWP) (CSE)

28



Benchmark Evaluation

Change of Confusion Matrices to the Testing Data

Epoch 1 Epoch 200 Epoch 5000
rwp0500 (node=9, epoch=200) RW P, CS E

rwp0500 (hode=9, epoch=1) rwp0500 (node=9, epoch=5000)

0.00 0.00 0.00 0.00 0.01 0.01 0.00 0.00 0.05 0 0.00 006 0.00 .00 Q.00 0.0% 0.00 0.00 Ray 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.01
0 b . b b b b b b b 0 . . . . . . . . .
0.00 0.01 0.00 0.02 0.00 0.00 0.03 0.02 1 e 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 @ NOde 9
0.8
0.02 0.02 0.00 0.01 0.02 0.07 0.03 2000 mthl e (e (e 0.00 0.01 0.00 0.01 0.01 0.01 0.01
O 31000 0.00 0.02 0.00 0.02 0.00 0.00 0.01 0.04
o 3]0.01 0.00 0.04 0.00 0.01 0.03 0.08 340.00 0.00 0.00 0.01 0.00 0.00 0.01 0.02
N - T ,/0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.23 — 06
o T ,]000 0.00 0.00 0.00 0.00 0.00 0.00 0.39 3 T ,0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.05
< £ 5 /001 0.00 000 0.02 0.00 0.01 0.00 0.01 0.04 -
ok $ 5001 001 001 0.04 0.01 0.00 0.06 0.12 E $ 5,000 0.00 0.00 0.01 0.00 0.00 0.01 0.01
= =
; 54001 0.00 0.00 0.00 0.01 0.02 0.00 0.01 0.01 ro.4
-l 64002 0.00 0.01 0.00 0.02 0.00 0.01 0.03 64001 0.00 0.00 0.00 0.01 0.01 0.00 0.01 0.00
0.00 0.01 0.02 0.01 0.01 0.00 0.00 0.01 0.31 74000 001 001 0.00 0.00 600 .00 000 B 0.00 0.00 0.01 0.00 0.00 0.00
g40.00 0.00 0.00 0.01 0.00 0.02 0.00 0.00 ro.z
g{001 0.01 0.01 0.02 0.02 0.04 0.01 0.01 g-001 0.00 0.00 0.01 0.01 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 9000 000 000 0.00 000 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
940 L . L L L L L g0. . . . . .
P S S Y
N 4 6 A % 9 predicted label o N 2 m 9 © A & 9 . .. .
Predicted label Predicted label IVI I S C I a SS Ifl Cat I 0 n S
cse02 (node=9, epoch=1) cse02 (node=9, epoch=200) cse02 (node=9, epoch=5000) -
0 0.00 0.00 0.00 0.01 0.01 0.00 0.00 0.05 0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.05 0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.01 We re d ra Stlca I Iy
1 0.00 0.01 0.00 0.02 0.00 0.00 0.03 0.02 1 0.00 0.01 0.00 0.00 0.00 0.00 0.04 0.02 14 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
os educed
2] 0.02 0.02 0.00 0.01 0.02 0.07 0.03 0,02 0.02 0.00 0.02 0.01 0.06 0.03 2 ] 0.00 0.00 0.00 0.00 0.00 0.01 0.01 r °
N 3001 0.00 0.04 0.00 0.01 0.03 0.08 30.00 0.00 0.00 0.02 0.00 0.00 0.02 0.10 30.00 0.00 0.00 0.00 0.00 0.00 0.01 0.03
0.6
O T ,]0.00 0.00 0.00 0.00 0.00 0.00 0.39 T ,40.00 0.00 0.00 0.00 0.01 0.00 0.00 0.33 T ,0.00 0.00 0.01 0.00 0.01 0.00 0.00 0.08
G) = = T
) 55001 001 001 0.04 0.01 0.00 0.06 0.12 £ 5 l0.01 000 000 0.02 0.01 0.00 0.03 0.11 £ 5 /001 0.00 0.00 0.02 0.01 0.00 0.01 0.02
= = =
(&) - 0.4
6002 000 0.01 0.00 0.02 0.00 54002 0.00 001 0.00 0.01 0.01 0.00 0.01 0.01 54 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
7]0.00 0.01 002 001 001 0.00 710.00 0.00 0,01 0.01 0.00 0.00 0.00 710.00 0.00 0.03 0.00 0.00 0.00
Fo.2
g]0.01 001 001 0.02 0.02 004 g10.01 0.00 001 0.02 0.01 0.01 0.03 g40.00 0.00 001 0.01 0.00 0.01
94000 0.00 0.00 0.00 0.00 0.00 9000 0.00 0.00 0.00 0.00 0.00 0.00 94000 0.00 0.00 0.00 0.00 0.00
L Loo 29
9 8% A A B 65 b A B 9 9 8% 2 A B 5 o A & 9 O A A B k5 o A & 9

Predicted label Predicted label Predicted label
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(1) Self-Localization

Applications of

Wireless Ad Hoc Federated Learning

1. Labeling by their own perspective

.
@

3. Multi-Task Execution

2. Model mixture by MT-WAFL

(2) Brainstormer

compp— #% (E#)
?T%(_iﬁ)/\,\/ 75897 (E#)
%/%{(/IE\?\/\J\/‘\/\ L7 UEF)

WWTHEET S (ER

RBEEHIES (BE)

MEEL Y MEEEY

Smart watch Smart watch

(3) Anomaly Detection
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Collaborative Training for Self-Localization with WAFL

1. Self-localization with observed Wi-Fi AP’s RSSI

SSID BSSID RSSI CHANNEL HT CC SECURITY (auth/unicast/group)

sanshiro 74:88:bb:02:d7:c9 -90 100,+1 Y JP WPA2(PSK/AES/AES)
91A2-A-WPA3 90:96:f3:c4:15:9a -86 100 Y JP WPA2(SAE/AES/AES)

91A2-A 90:96:f3:c4:15:99 -85 100 Y JP WPA2(PSK/AES/AES)
elab-internal 04:fe:7f:al:2d:43 -83 52 Y —— WPA2(PSK/AES/AES) 0 1
Y

Buffalo-A-A4CO c6:36:c0:00:a4:ca -82 64 JP WPA2(PSK/AES/AES) 2
2. Problems in the previous studies
We had to collect RSS! list at all the locations for training.
3 4

3. WAFL allows model development with
(a) a node training around area O, 5
(b) another node training around area 9,

(c) aggregating the developed models among them.

4. The aggregate model can predict the location at anywhere.

Sugizaki, Ochiai, and Esaki . "Wi-Fi OIS S8 EE ALV E R A SRALE 2 LA E S AE#E." IEICE-Tech Report (MSS) 2022.17 (2022 1-4.



Distribution of the training data @Node 8

Collaborative Training for Self-Localization with WAFL

Experiment Setting

Area La

nels

* Assumption
Single node in each area.
Each node communicate

only with neighbors. o

7 ~JL5 7 ~IT7

2|45 (%)

7 ~JL8 7 ~JL9

0/1\ P

Network Topology 3s



Collaborative Training for Self-Localization with WAFL

Node 8’s Location Prediction Example

Confusion Matrix at node=8, epoch=10

olo o o e WM o0 o0 O 0
1{]0 o o 6 BEM 1 0 o0 0
>] 0 0o o MBY o BIBN 0 © 0
3o o o 4 1 1 o0 4 10
B4{0 0 0 0 O MO0 O 0

o
Sglo o o o o @EEM o o© 0

=
s]0 0 0o 0o 0o 0 O 0
7zlo o o o o 0 o0 0
sJo o o o o o0 o 0
{0 0o o 0o 0o o0 o 0
O N 1 % % 6 © o

Epoch 10

Predicted label

200

175

150

125

- 10.0

- 7.5

-5.0

25

- 0.0

True label

Confusion Matrix at node=8, epoch=2000

) ~ 1 H be 5] © A ) =]
Predicted label

Epoch 2000

20.0

175

15.0

12.5

- 10.0

- 7.5

50

25

- 0.0

At the beginning of training, the model predicted wrong location from observed RSSlIs,

but finally, it could predict the location precisely.
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Integration of Multiple Perspectives by WAFL

1. People in a team react in different

ways to a presented object, because

they have different perspectives
in their idea.

2. Integration of these perspectives
of team members will develop
the reaction model for the team.

®

3. Multi-Task Execution

—
|
|
—

38



Integration of Multiple Perspectives by WAFL

Experiment Setting

X: Rotated and Resized Fashion-MNIST Image
Y: Class of the object (0, 1, ..., 9)

Z: Rotation of the object (0, 1, 2, 3)

W: Size of the object (0, 1)

0: No Resize

Mobility: rwp0500

Distribution of the Label Existence

el v | Labelz | tabelw

Node 0-4 99% 1% 1%
Node 5-7 1% 99% 1%
Node 8-9 1% 1% 99%

39



Integration of Multiple Perspectives by WAFL

Node 8’s Predictions for Object Class, Rotation, and Size

Epoch 0
Class (y)

Epoch 100
Class (y)

D. 0.01 0.11 0.26 0.04 0.04 0.03 0.02 0.02 0.00 040.26 0.01 0.04.0.}_2 0.01 0.04 0.02 0.04 0.00
1-0.2470:40( 0.01 0.29 0.01 0.01 0.00 0.04 0.00 0.00 1-0.1800:38( 0.01 [0.34] 0.01 0.01 0.00 0.06 0.00 0.00
2-40.08 0.00 0.06 0.22 0.04 0.07 0.00 0.05 0.00 240.01 0.00 [04E 0.09 0.00 0.01 0.00 0.02 0.00
340.25 0.14 0.02 0.01 0.01 0.01 0.06 0.01 0.00 340.11 0.06 0.01 0.03 0.01 0.00 0.11 0.01 0.00
% 4-0.14 0.020:38 0.13 0.20 0.03 0.06 0.00 0.04 0.00 % 440.01 0.00[0.30 0.14 0.00 0.01 0.02 0.01 0.00
é 5-40.10 0.10 0.12 0.04 0.01 023 0.00 0.22 0.12 0.06 E 540.01 0.05 0.02 0.04 0.00 0.18 0.00.0.14 0.07
6-0.23 0.000.33 0.15 0.15 0.04 0.05 0.01 0.04 0.00 6-0.07 0.000.25 0.23 [037 0.00 0.03 0.01 0.04 0.00
7-0.10 0.14 0.02 0.09 0.00 0.12 D.DDE 0.01 0.01 740.00 0.02 0.00 0.03 0.00 0.04 0.000.02 0.01
g-0.21 0.01/0.28 0.06 0.08 0.07 0.01 0.05 0.21 0.00 §-0.03 0.01 0.14 0.17 0.21 0.01 0.00 0.12 0.27 0.02
9-0.05 0.00 0.23 0.01 0.04 0.16 0.01 0.12 |0.29 0.08 940.00 0.00 0.04 0.00 0.00 0.10 0.00 /0.31 0:360.18
S A A » % 6 6 A & o S v 4 % % 5 6 A & o

Predicted label

Rotation (z)

Predicted label

Size (w) Rotation (z)  Size (w)

. 3 2] 0.04 0.06 0.06 3
0 0

— A K]

% 1do.25/0) 0.04 0.19 o T 14020 0002 017 g

L = L =

a L]

= §

2 20.22 0.26 034 0.17 A 221037 011 038 0.14 A

Predicted label Predicted label
340.17 0.23 0.06 [:E icred tabe 0.23 0.14 0.01 PR3N
(8] s " ] o 5 " ]

Predicted label

Predicted label

Node 8 originally has many labels in Size(w) perspective.

True label

14 0.02 0.04 0.01 0.00 0.00 0.00 0.00 0.00
240.02 0.13 0.00 0.02 0.00 0.02 0.00
340.15 0.03 0.00 0.00 0.02 0.01 0.00
440.01 0:39 0.00 0.05 0.00 0.01 0.00
540.01 0.01 0.02 0.01 0.00 D.Dl 0.08 0.02 0.05

7-40.00 0.00 0.00 0.00 0.00 0.04 0.00

§-0.04 0.01 0.26 0.03 0.06 0.01 0.01

940.00 0.00 0.01 0.00 0.01 0.05 0.00

6-40.19 U.UD.U.DS 0.15 0.00 0.14 0.00 0.03 0.00

Epoch 1000
Class (y)

0.09 0.06 0.01 0.00 0.04 0.00 0.01 0.00

True label

L I - T - T -1

Rotation (z)

Predicted label
Size (w)

0 lloom
! M 100

Q ~
Predicted label

0 -feB:21 0.03 0.01 0.02

1-0.07 eR::4 0.00 0.05

True label

210.15 0.04 ALY 0.06

340.02 0.03 0.00 uR:13

< v W ]
Predicted label

True label

Epoch 2500
Class (y)

LR 0.00 0.03 0.05 0.01 0.00 0.09 0.00 0.02 0.00
0.00 0.04 0.00 0.00 0.00 0.00 0.00 0.00
0.01 0.13 0.00 0.06 0.00 0.01 0.00
0.06 0.02 0.00 0.03 0.00 0.02 0.00

0.01 0.00 0.13 0.03 0.00 0.07 0.00 0.01 0.00

0.00 0.00 0.00 0.01 0.00 0.04 0.01 0.03
0.17 0.01 0.12 0.04 0.11
0.00 0.00 0.00 0.00 0.00
0.02 0.00 0.02 0.02 0.02

0.00 0.00 0.00 0.00 0.00

True label

Rotation (z)

Q * 4" ] e “
Predicted label

Size (w)

0 feElq 0.01 0.02 0.01

1-0.01 k13 0.01 0.02

True label

240.02 0.01 kI3 0.01

Q R
Predicted label

340.01 0.02 0.01 kI3

o 5 1V &
Predicted label

As the training proceeds, misclassifications in Object Class and Rotation predictions have improved. ,,




Feature Learning and Anomaly Detection with WAFL

Anomaly Detection in Non-IID Scenario

Node 0 g D g OG0 30
Node 1 i f ' }
. CEENERE

NS 33 33M37

GIObal Anomaly Our target is “Global Anomaly”

(Anomaly for all the nodes)



Feature Learning and Anomaly Detection with WAFL

To Detect a Global Anomaly

o/
213

“To precisely reconstruct
E the legitimate inputs”,
Decoder — WAFL-Autoencoder
E should learn the
| legitimate features.

Autoencoder Output

Legitim '
egitimate (Reconstruction)
Input
- —— WAFL-Autoencoder should
—> Decoder —> B__" fail in reconstructing
5 a Global Anomaly input.
utput

Anomaly Autoencoder e onstruction)

Input



Feature Learning and Anomaly Detection with WAFL

Experiment Setting

Distribution of Training Data (99.95% Non-IID

| Node | L0 [ L1 | L2 | L3 17 | L8 |
4736 0 0 0 0 0 0 0 0
0 5418 O 0 2 1 0 0 0
0 0 4779 O 0 0 0 0 0
1 0 0 4911 O 0 1 1 0
Node 4 [B1] 0 0 1 4733 0 0 0 0
0 0 0 0 0 4343 1 0 0
Node 6 [B1] 0 0 1 0 0 4712 O 0
Node 7 ! 0 1 0 1 0 2 5046 O
Node 8 [l 0 0 0 0 0 1 0 4714
Node 9 N1, 0 0 0 0 0 0 0 1

For example, we expect the Autoencoder at Node 8 will give outputs as follows (if no WAFL).

m —> Decoder ﬂ E
2[3 ~HE

Legitimate Input  Autoencoder Output Mobilityo IVIOdel rm\;vf)‘*os()()

4736
5422
4479
4914
4734
4344
4713
5051
4716
4751 4752

o

©O O O O O O O -




Feature Learning and Anomaly Detection with WAFL Input Output

Reconstructions at Node 8 with WAFL
In case of Legitimate Inputs

1. WAFL (epoch 0 — after Self-Training)
the autoencoder gave 8 to any inputs 0 ~ 9.

2. As the WAFL training proceeds, WAFL's model
aggregation allowed the precise reconstruction
of all the legitimate samples (0 ~ 9).

g AN W LW~ O

T
— T T 1
0 100 500 5000 EeOCh



Feature Learning and Anomaly Detection with WAFL

Reconstructions at Node 3 with WAFL
In case of Global Anomaly Inputs.

1. WAFL (epoch 0 — after Self-Training)
the autoencoder gave 3 to any global anomalies.

2. Even though the WAFL training proceeded,
the autoencoder did not reconstruct the
global anomaly input (which is succeeded).

Input

Output

Shaml L1 LA LA A0 LA LA LS Lag Ll LA



Feature Learning and Anomaly Detection with WAFL

Anomaly Detection (@Node 0)

1. At Epoch O (after Self-Train)

many samples except O were recognized

as anomaly.

2. At Epoch 100, anomaly samples
were recognized as legitimate.

3. After Epoch 1000, it could recognize
legitimate or anomaly precisely
(except Occluded-MNIST).

MNIST-0 40-01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

MnisT-1 JNEERVUERIREF] 0.07 0.01 0.00 0.00 0.00 0.00

MNIST-2 10-32 0.21 0.09 0.00 0.00 0.00 0.00 0.02 0.01

MNIsT-3 49-37 0.10 0.05 0.00 0.00 0.00 0.00 0.00 0.00

MNIST-4 4UEE:10.41 0.32 0.01 0.00 0.00 0.00 0.00 0.00
MNIST-5 40-25 0.11 0.05 0.00 0.00 0.00 0.00 0.01 0.00
MNIsT-6 40-11 0.11 0.04 0.00 0.00 0.00 0.00 0.02 0.01
MNIST-7 0¥ 0.33 0.02 0.00 0.00 0.00 0.01 0.00
MNIST-8 40-25 0.07 0.02 0.00 0.00 0.00 0.00 0.02 0.01

MNIST-9 *ﬁ

MNIST(ALL) 0-42 0.27 0.19 0.01 0.00 0.00 0.00 0.00 0.00

0.28 0.15 0.00 0.00 0.00 0.00 0.00 0.00

Noisy-MNIST 4251410.26 0.14 0.06 0.04 0.26 (JELBRBRY

Occluded-MNIST EEINANAE10.07 0.02 0.00 0.090.40 0.14

Fashion-MNIsT 40-04 0.01 0.00 0.00 0.00 0.01 D.44 [va=-ReR=}-

Kuzushiji-MNIST 12iq0-31 0.17 0.04 0.02 0.12 (EEIeETRE:I

o O SRS B~ S S s S
R S S o O o
gm@ﬁp@@

Epoch

J\

s}y 2ANISO as|e4

sa1ey aANIS0d anJ
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Open Research Questions (Open Issues)

* MINIST is just a simple dataset ....
How about general images or videos?
How about text?

How about audio?

How about IoT or Industrial data?
e Can we combine with sensors?

How about the logs of computers?
* Can we use for network security?

* How about Generative models (e.g., GAN)?

 How about Multi-Domain Adaptation (Out-of-Distribution) Issues?
* How about the security of WAFL?

* How about the implementation?

* How about the protocol for discovery and model exchange?

* How can we operate WAFL as a learning system?




Conclusion

* A Fully Autonomous and Distributed Collaborative Machine Learning
-- Wireless Ad Hoc Federated Learning (WAFL)

* Characteristics of WAFL
* All the nodes are even — no centralized power mechanism.
 WAFL allows multi-vendor system if protocol is defined.

* Current Stage of Research
* Benchmark-based evaluation in basic and application-oriented scenarios

e Future Research Directions
e Expansion into various applications

. , , We look for research partners.
* Implementation, operation, protocol design
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