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PSOC: Product Security Operation Center
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Intrusion Detection System (IDS)
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W [oth.addr == ARP Scan

No. Time Source Destination Protocol Length
34046 31040.797935 60
34047 31040.798326 60
34048 31040.798770 60
34049 31040.799644 L)
34050 31040.800024 [ | 0
34051 31040.800499 Leve I 1 O) = )
34052 31040.800876 > )
34053 31040.801310 )
34054 31040.801330 42
34055 31040.8028%4 60
34056 31040.803770 60
34057 31040.803950 60
34058 31040.804358

60
34059 31040 804724 60

1%

0 has 192.168.2.997 Tell 192.168.2.112
0 has 192.168.2.1007 Tell 192.168.2.112
0 has 192.168.2.1017 Tell 192.168.2.112
0 has 192.168.2.1027 Tell 192.168.2.112
0 has 192.168.2.1037 Tell 192.168.2.112
0 has 192.168.2.1047 Tell 192.168.2.112
0 has 192.168.2.105? Tell 192.168.2.112
has 192.168.2.1067 Tell 192.168.2.112
92.168.2.106 is at b8:27:eb:b8:dd:ab
0o has 192.168.2.1077 Tell 192.168.2.112
0 has 192.168.2.1087 Tell 192.168.2.112
0 has 192.168.2.1097 Tell 192.168.2.112
0o has 192.168.2.1107 Tell 192.168.2.112

v

Bss3zzs MM 33
o

34067 310490.956565 I I I I 1
eve =

34069 31040 957397

34071 31840 958769
34072 31040 959517

3407-. 31040, 96@845
34075 31040.961656

Attack to TCP554, TCP445, TCP9100, TCP80, TCP515, TCP139

ARP 60 Who has 192 168 2.1157 Tell 192. 168.2 112




1735454
1735455
1735456
1735457
1735458
1735482
1735487
1735491
1735492
1735493
1735494
1735495
1735496
1735497
1735498
1735499
1735500
1735501

Time

41077.545303
41077.545306
41077.545309
41077.545311
41077.545445
41077.962023
41078.044905

Level 1 DES

41078.070658
41078.070661
41078.070664
41078.070666
41078.070668
41078.070854

1735502

1735503

1735509

1735510
1735511
1735513
1735514
1735515
1735516
1735517
1735519
1735520
1735525
1735526
1735527
1735528
1735530

41078.222267
41078.222340
41078.293716
41078,295982
41078.296086

Level 3 D&

41078.388638
41078.405837
41078.413858

41078.433445

Source

Destination

v

v

-

TCP

Level 2 DES

TCP

SMB
SMB

194
54
194
148
114
136
93
93
93

172.30.5.1697
Who has 172.30.5.1707
Who has 172.30.5.1687
Who has 172.30.5.1717

Who has 172.30.5.1737

57084 - 52610 [RST, ACK] Segq=1 Ack=1 Win

172.30.5.1127
Who has 172.30.5.1137
wWho has 172.30.5.1157
wWho has 172.30.5.1147
who has 172.30.5.1167
wWho has 172.30.5.1187
who has 172.30.5.1177?
Who has 172.30.5.1197
Who has 172.30.5.1207
wWho has 172.30.5.1227
who has 172.30.5.1727
wWho has 172.30.5.1747
172.30.5.1757

Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222

Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
Tell 172.30.57.222
172.30.57.222
172.30.57.222

Logoff AndX Response

S B AYITICRONAEM

172.30.5.1767

52711 - 445 [ACK] Seq=1 Ack=1 Win=65700 Len=0
445 - 52711 [ACK] Seq=1 Ack=138 Win=30336 Len=0
Negotiate Protocol Response

Session Setup AndX Request, User: anonymous

445 - 52711 [ACK] Seq=126 Ack=278 Win=31360 Len=90
Session Setup AndX Response

Tree Connect AndX Request, Path: \\172.30.5.143\IPCS
Tree Connect AndX Response

Trans2 Request, SESSION_SETUP

Trans2 Response<unknown>, Error: STATUS_NOT_IMPLEMENTED
Tree Disconnect Request

Tree Disconnect Response

Logoff AndX Request

IFIN
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