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UTokyo Crowd Monitoring Project (Network Segment WG)

1. Az DB ( Project Goal )
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We must be aware of crowded situation in campus lives due to the
expected second/third epidemic waves of COVID-19. Automatic
counting of connected hosts on a network will allow estimation of
crowd-ness more easily compared to manual handling of commuters.
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2. #Z ( System Overview )
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Connect your ‘Monitoring Device’ to a LAN port of your switch hub or router.

Switching Hub or Router
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Power on your ‘Monitoring Device’.

Then, it automatically starts monitoring.
. IP address assignment by DHCP
. Clock synchronization by NTP
. To fetch the opt-out list from the database
. To count up the detected hosts
. Upload the number to the visualization

server
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Network segments are separated and managed by laboratory, building,

department, etc. The monitoring device allows the visualization of increase or

decrease of connected hosts by such a segment. Laboratory-based visualization

is anonymized. The data associated with building names or department names

are widely aggregated.
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Check the visualization server
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3. IRANEHEREDRIE (How to Detect a Host )
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This project detects a host by observing the ARP requests broadcasted over
the entire network segment, which is performed without capturing
individual Internet communications\ﬁ/eloped by PCs and smartphones.

wants t;‘\o{ward
Host A

Router B

BHAE=%

Monitoring Device

ARPEREBRTHIET,
ARPER [FLANHRKIZEDS RAMADRYR T —JIZFEL TR LA DA D
ARP requests are broadcasted. By monitoring ARP requests,

The monitoring device can detect the existence of A
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Contents of IP packets (including headers) are not captured.

4. IRRANEAI DAL (How to Count Hosts )
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The MAC addresses observed by the monitoring device contains
location information. However, they are anonymized and deleted
every hour. Only (Monitoring device ID, timestamp, number of hosts)
are sent to the visualization server, and location information
associated to persons are not saved.
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5. MR ELBRYRT—2 (Target Networks )
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The following networks monitors the number of hosts around here.

6. opt-outBEEM /i ( Opt-out Application )

https://www.crowd-monitor.net/opt-out/
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Please access the URL above, and register the MAC addresses of the
hosts which want to be exclude from the counting process of
connected hosts. How to find your MAC address is shown in the URL
above. The MAC addresses going to be registered will be transmitted
after the anonymization within your web browser.

7. BEILVEDHHE (Contact)
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Associate Professor, Hideya Ochiai, Ph.D.,

Graduate School of Information Science and Technology,
The University of Tokyo

E-mail: ochiai@elab.ic.i.u-tokyo.ac.jp

TEL: 03-5841-6748



