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About the Use of “bld2-guest” Wi-Fi Network for Cyber-Security Research

Graduate School of Information Science and Technology.
Information and Communication Engineering,
Assoc. Prof. Hideya Ochiai,
* Background
In recent years, cyber-attacks to Wi-Fi have been frequently happening. We would like to start research on bld2-
guest network for studying man-in-the-middle (MITM) attack against Wi-Fi networks. We would appreciate if you
understand the necessity of the use of real operational networks for cyber-security related researches.

* Method

We conduct an attack called channel-based man-in-the-middle attack against bld2-guest wireless access point
and try to detect a sign of it using detection devices. We also try to locate the attacker using location information
of the detection device. If a user device connects to the fake access point during our experiment, we will only relay
the transmissions and will neither view nor collect the content of the transmissions.

* Period
From December 2019 to March 2020.

* Data Management
We use the collected data only for cyber-security research. We will only collect data about wireless access points
in the building and will not collect information regarding users of those access points.

* Contact
Assoc. Prof. Hideya Ochiai,
Information and Communication Engineering,
Graduate School of Information Science and Technology.



